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Goal: distinguish between

• YES : λ1(L) ≤ d

• NO : λ1(L) > γd

: Length of shortest non-zero lattice vector.λ1(L)

Approximate the length of shortest non-zero lattice vector.

For small , decision problem is as hard as search problem. γ
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   is poly-time hard under some reasonable conjecture γ-SVP
                 for .


[ Dinur-03, Khot-05, Haviv-Regev-07, Micciancio-12, Bennett-Peikert-23 ]
γ < n1/log log n



Hardness of γ-SVP/CVP

8

γ = γ(n)
1



Hardness of γ-SVP/CVP

8

 
Hard

n1/log log n

γ = γ(n)
1



Hardness of γ-SVP/CVP

8

 
Hard

n1/log log n

γ = γ(n)
1

Crypto



Hardness of γ-SVP/CVP

8

 
Hard

n1/log log n

γ = γ(n)
1

 n
NP ∩ co-NP

Crypto



Lattice-based Crypto

9

Breaking 
Lattice-based Crypto 

SIS/LWE
SVP/CVP

γ-SVP/CVP NP-hard Problem

Ajtai-98,

Micciancio-98,


Khot-05,

Haviv-Regev-07  

Ajtai-96, Ajtai-Dwork-97,

Micciancio-Regev-04, Regev-05,

Lyubashevsky-Peikert-Regev-10,


  Peikert-Regev-[Stephens-Davidowitz]-17



Lattice-based Crypto

9

Breaking 
Lattice-based Crypto 

SIS/LWE
SVP/CVP

γ-SVP/CVP NP-hard Problem

Ajtai-98,

Micciancio-98,


Khot-05,

Haviv-Regev-07  

Ajtai-96, Ajtai-Dwork-97,

Micciancio-Regev-04, Regev-05,

Lyubashevsky-Peikert-Regev-10,


  Peikert-Regev-[Stephens-Davidowitz]-17

Hardness



Lattice-based Crypto

9

Breaking 
Lattice-based Crypto 

SIS/LWE
SVP/CVP

γ-SVP/CVP NP-hard Problem

Ajtai-98,

Micciancio-98,


Khot-05,

Haviv-Regev-07  

Ajtai-96, Ajtai-Dwork-97,

Micciancio-Regev-04, Regev-05,

Lyubashevsky-Peikert-Regev-10,


  Peikert-Regev-[Stephens-Davidowitz]-17

Can we solve 
poly-approx 

 
efficiently?
SVP/CVP

Hardness



Algorithm of γ-SVP/CVP

10



Algorithm of γ-SVP/CVP

10

 Polynomial time algorithm for .

[ Lenstra-Lenstra-Lovász-82, Babai-86, Schnorr-87 ]

2n-CVP/SVP



Algorithm of γ-SVP/CVP

10

 Polynomial time algorithm for .

[ Lenstra-Lenstra-Lovász-82, Babai-86, Schnorr-87 ]

2n-CVP/SVP

 -time and space algorithm for exact .

[Ajtai-Kumar-Sivakumar-01, Aggarwal-Dadush-Regev-StephensDavidowitz-15, Aggarwal-Dadush-
StephensDavidowitz-15,….. ]

2n SVP/CVP



Algorithm of γ-SVP/CVP

10

 Polynomial time algorithm for .

[ Lenstra-Lenstra-Lovász-82, Babai-86, Schnorr-87 ]

2n-CVP/SVP

 -time and space algorithm for exact .

[Ajtai-Kumar-Sivakumar-01, Aggarwal-Dadush-Regev-StephensDavidowitz-15, Aggarwal-Dadush-
StephensDavidowitz-15,….. ]

2n SVP/CVP

 -time and  space quantum algorithm for exact .

[Aggarwal-Chen-Kumar-Shen-22 ]


20.83n 20.5n SVP



Algorithm of γ-SVP/CVP

10

 Polynomial time algorithm for .

[ Lenstra-Lenstra-Lovász-82, Babai-86, Schnorr-87 ]

2n-CVP/SVP

 -time and space algorithm for exact .

[Ajtai-Kumar-Sivakumar-01, Aggarwal-Dadush-Regev-StephensDavidowitz-15, Aggarwal-Dadush-
StephensDavidowitz-15,….. ]

2n SVP/CVP

 -time and  space quantum algorithm for exact .

[Aggarwal-Chen-Kumar-Shen-22 ]


20.83n 20.5n SVP

Open Problem: Quantum advantage for .CVP



Algorithm of γ-SVP/CVP

10

 Polynomial time algorithm for .

[ Lenstra-Lenstra-Lovász-82, Babai-86, Schnorr-87 ]

2n-CVP/SVP

 -time and space algorithm for exact .

[Ajtai-Kumar-Sivakumar-01, Aggarwal-Dadush-Regev-StephensDavidowitz-15, Aggarwal-Dadush-
StephensDavidowitz-15,….. ]

2n SVP/CVP

 -time and  space quantum algorithm for exact .

[Aggarwal-Chen-Kumar-Shen-22 ]


20.83n 20.5n SVP

 -approximate  reduces to exact  on dimension .

[ Schnorr-87, Gama-Nguyen-08, Hanrot-Pujol-Stehlé-11, Micciancio-Walter-16, …… ]

kn/k SVP SVP k
Open Problem: Quantum advantage for .CVP



Algorithm of γ-SVP/CVP

10

 Polynomial time algorithm for .

[ Lenstra-Lenstra-Lovász-82, Babai-86, Schnorr-87 ]

2n-CVP/SVP

 -time and space algorithm for exact .

[Ajtai-Kumar-Sivakumar-01, Aggarwal-Dadush-Regev-StephensDavidowitz-15, Aggarwal-Dadush-
StephensDavidowitz-15,….. ]

2n SVP/CVP

 -time and  space quantum algorithm for exact .

[Aggarwal-Chen-Kumar-Shen-22 ]
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 -approximate  reduces to exact  on dimension .
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Open Problem: Quantum advantage for .CVP

Conjecture:    is -hard.poly(n)-SVP exp(Ω(n))
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 ETH (Exponential Time Hypothesis):  
 on -variables requires -time.3-SAT n exp(Ω(n))

 SETH (Strong Exponential Time Hypothesis):  
For every ,  such that  on -variables requires

 -time.

ϵ > 0 ∃k k-SAT n
2(1−ϵ)n

 QSETH (Quantum Strong Exponential Time Hypothesis):  
For every ,  such that quantum algorithms for  on 


-variables requires -time.
ϵ > 0 ∃k k-SAT

n 2(1−ϵ)n/2
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14

 -time hardness for  is not enough for practical security. exp(Ω(n)) SVP/CVP

  Practical applications choose  for efficiency. n ≈ 500

  -time algorithm for  either breaks these cryptosystems or 
make them inefficient. 

2n/20 SVP/CVP

 It is impossible to get -hardness for  under SETH/QSETH via 2Cn CVP
poly-time Turing reductions from  unless the polynomial hierarchy collapses 
to the third level.

k-SAT

[Aggarwal-Kumar 23]

Can we get -hardness for  for some specific constant  ?2Cn CVP C > 0
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Thank you!


